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Project Summary.

As daily reliance on networked information and services becomes increasingly vital to every aspect of
our lives, the requirement for dependable functionality of both national infrastructures and localized
embedded systems naturally moves to the forefront. These systems must be dependable and trustworthy
even in the face of cyber attacks and periodic fluctuations of capability. People need assurance of the
integrity and confidentiality of organizational and personal information, and to have confidence that system
behavior will conform to policy constraints; but the network must be capable of responding adequately to
important and unusual information requests.

This requires research at several levels. Information exchange protocols must be secure and scalable,
able to deal with issues of information release and exposure, credential checking to establish authenticity of
remote participants on an open network, and attribution and reliability and timeliness of information.
Software agents must behave in ways that are reliably sensitive to policies concerning obligations,
constraints and permissions; software must be capable of reasoning about such policies and applying them
reliably, and finally, a working system must be capable of communicating explanations of its decisions to
human users in a comprehensible manner, and able to support after-the-fact analyses of why decisions were
taken and what reasoning justified them.  Researchers from psychology, sociology, artificial intelligence,
and computer security have investigated all of these issues within their own domains, but have never tried
to integrate their approaches to create an end to end, scalable, human-friendly, and secure architecture for
cross-organizational information sharing.  This proposal aims to create such a framework and evaluate it in
the context of cross-organizational information sharing for disaster response in Champaign, Illinois.

The research threads being woven together to create the framework are the TrustBuilder project (BYU
and Illinois) for scalable, policy-based trust establishment in virtual organizations; the KAoS project
(IHMC) for policy-based agent reasoning; the Inference Web project (Stanford KSL) for web-based
handling of justifications proofs and generation of explanations; and the Common Logic project (IHMC)
which supplies a semantically secure basis for a wide variety of kinds of information and reasoning. In
addition, IHMC researchers will study the influence of cognitive bias on human understanding of
explanations under conditions of stress. These all represent different levels of analysis, from controlling
details of safe Web transactions up to human perception of trustworthiness of an entire system, or even an
entire technology. This proposal forces an integration of these different levels of analysis together on a
concrete and demanding application, with the ultimate goal of developing of a unifying theory of trust
negotiation and inference which can be applied as a single connecting framework across all the
technological levels present in virtual organizations.

Intellectual Merit.   By pursuing an interdisciplinary research thread that begins in basic theory, is applied
in the context of challenging elements of trustworthy system components, is deployed in realistic use
scenarios, and is extended to achieve a better understanding of social mechanisms relating to trust, the
proposed work will expand our understanding of trustworthy systems and their place in society in a way
that single-discipline efforts cannot.

Broader Impact. The work will involve student effort at the undergraduate, master’s, doctoral and
postgraduate levels at four institutions, with mutual coordination between them. Insights and ideas which
emerge will be incorporated rapidly into teaching curricula at BYU and Illinois, and (through other linked
collaborative activity) in Southampton. Two of the co-PIs are women who exhibit leadership in IT research
and are role models for female students. IHMC will support high school student research assistants, and
IHMC faculty and scientists will participate in monthly science-oriented programs for elementary school
age children.  In the longer term, the project’s results have the potential to improve disaster response in
small- and medium-size cities across the nation. The PIs will continue their long-standing participation in
world-wide standard-setting activities, including W3C Working Groups and ISO standardization efforts, so
that technical results and insights will be quickly incorporated into emerging standards. Finally, software
produced by the project will be made available for public use.
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Budget Justification Page

  

Collaborative Research: CT-T: Explainable Policies for Establishing Trust in Web
Applications

BUDGET JUSTIFICATION

Salaries and Fringe Benefits: The budget anticipates funding from 9/1/05 through 8/31/08.
 Salaries for Drs. Bradshaw, Hayes, two research associates, one graduate student, and two
undergraduate students are calculated at current base plus 6% increase each year. Benefits
are based on current Florida Institute for Human and Machine Cognition rates.

Travel: As this proposal is part of a collaborative research team proposal, travel is
vital to the accomplishment of the work. Travel is budgeted at $16,270 in year one to
cover two domestic trips from Pensacola and one international trip to Ireland.  In year
two, $12,330 is requested for three domestic trips from Pensacola.  In the last year,
$16,270 is requested to support two domestic trips and one international trip.

Other Direct Costs: Supplies and Materials: This includes licenses for desktop software,
production of technical reports, submission of papers to journals and conferences, and
page charges for journals.  A total of $3,500 is requested.  Other: $6,000 is requested in
each year of the proposal to purchase computer hardware that falls under the $5,000
equipment limit.

Indirect Costs: The current rate is 59%.


